Configuring Microsoft’s FTP Server

Last Updated:  11/25/02

PURPOSE

This procedure describes how to configure Microsoft’s IIS 5.0 FTP server.  Of chief security importance is the disabling of anonymous accounts and the use of domain logon credentials instead of requiring local machine accounts.

REFERENCES

For more information on setting up FTP authentication, see the "Setting up FTP Domain Authentication in IIS 4.0" article at: 

http://www.microsoft.com/TechNet/prodtechnol/iis/deploy/confeat/ftpauth.asp

For more information on setting up FTP folders, see the "Setting Up User FTP Folders in IIS 4.0" article at the following URL: 

http://www.microsoft.com/technet/prodtechnol/iis/deploy/confeat/ftpfold.asp

For additional information on using, configuring, and troubleshooting the FTP service in IIS, click the article numbers below to view the articles in the Microsoft Knowledge Base: 

184319 FTP Service's DefaultLogonDomain Not Available in MMC 

200475 Err Msg: 530 User 'Username' Cannot Log In. Login Failed. 

168908 How to Authenticate a User Against All Trusted Domains 

175638 FTP Login Using Domain and Trusted Domain Accounts
Installing and securing the ISS 5.0 FTP Server

In the version 5.0 of IIS, no vulnerabilities have been identified specifically to the FTP server and thus no lockdown procedures are necessary.  If other components of the IIS service are to be installed, their risk assessments must be individually assessed.

This installation will require your Windows 2000 Professional, Server or Advanced Server disk depending on the type of system being installed.

1. On the Start menu, point to Settings, and then click Control Panel.


2. Double-click Add/Remove Programs and then click on Add/Remove Windows Components.


3. On the Windows Components Wizard, highlight the Internet Information Services (IIS) components and then click on the Details button.
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4. Click the File Transfer Protocol (FTP) Server check box and then click OK.


5. Click Next to begin the installation.  


6. Insert the requested Windows 2000 Professional/Server CD and click Exit when the installation wizard launches.


7. Click OK and browse to the location of the i386 folder as necessary.  Click OK to resume the installation.

8. Upon completion of the installation, click Finish.

9. Review the configuration and run the IIS Lockdown tool as necessary.  For more information visit: http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/tools/tools/locktool.asp
10. Right-click on My Computer and select Manage.

11. Expand Internet Information Services by clicking on the plus sign.

12. Right click on the Default FTP Site and select Properties.

13. Select the Home Directory tab and reset the Local Path to c:/tmp (if you don’t have this folder, you’ll need to create it).  On the same tab, ensure that Read, Write and Log visits are all checked and that the Directory Listing Style is set to UNIX and not MS-DOS.
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Disabling Anonymous FTP Access in IIS 5.0

When you disable Anonymous FTP access, users must always enter a user name and password that is valid in the domain.   As in all FTP, these usernames and passwords are sent in the “clear”.

You may accomplish this task while the Site Properties dialog box is already running from the steps above but alternatively…


1. Open the Internet Services Manager:  

· On the Start menu, point to Programs, and then click Administrative Tools. 

· Click Internet Services Manager.

2. In the console tree, right-click the FTP site that you want to configure, and then click Properties. 

3. On the Security Accounts tab, click to uncheck the Allow Anonymous Connections check box. 

4. Click Yes if you are prompted to continue. 

5. Click OK.

Modify the DefaultLogonDomain in the IIS Metabase

When you specify the DefaultLogonDomain domain in your IIS settings, users are not required to enter their domain name with their user name (for example, MYDOMAIN\MyUserName) when logging in to your FTP site. If your FTP server is a member server, and the user accounts are in the local security database, this task is not necessary. 

1. copy the adsutil.vbs script from \\mpsls1\install\Inetpub to c:\inetpubs\adminscripts.

2. Click Start, and then click Run. 

3. In the Open: text box, type cmd . 

4. At the command prompt, type the following:

cd /d %systemdrive%\inetpub\adminscripts
cscript adsutil.vbs set msftpsvc/DefaultLogonDomain domain_name

where domain_name is usually msfc-ums or msfc-mps. 

5. Type exit to close the command prompt dialog box.
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